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Facts About Identity Theft
• Ident i ty Theft occurs when someone steals your personal
informat ion and uses it fraudulent ly.

• Ident i ty Theft can destroy your good credit and cost you a great
deal of money.

• Ident i ty Theft can take months to detect and years to f ix .

• In recent years, the Internet has become a popular venue for
thieves to scam innocent people.

• Once thieves possess your personal informat ion, they can
commit fraud in many dif ferent ways—with credit card accounts,
bank accounts, government documents/benef i ts appl icat ions,
employment, phone/ut i l i t ies services, etc.

• The Federal Trade Commission est imates that up to 10 mill ion
Americans are vict ims of ident i ty theft each year.

• According to the latest stat ist ics from the FTC, Florida is
ranked #6 among states in the number of ident i ty theft v ict ims
per 100,000 people.
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Common Online Scams
• Phishing is the pract ice of sending forged emai ls that
pretend to be from a company you trust and have a
relat ionship with. They ask you to ver i fy personal or
account informat ion. They often contain a l ink that
connects you to a website, which appears to be the
legit imate company’s website. This is a phony site, and
al lows thieves to col lect the personal informat ion they
are looking for. This is cal led spoof ing.

• Receiv ing an emai l or pop-up not i f icat ion that cla ims
that you have won a contest and are ent i t led to a
pr ize, free gif t , or discount. You are required to enter
personal informat ion in order to obtain the pr ize.

• Receiv ing an emai l f rom a random person asking for
assistance in a money transfer to help a person in
need. A cashier ’s check is requested from you in a
large sum.

• Receiv ing an emai l f rom a random person informing
you that you are ent i t led to a large monetary sum, due
to the death of a distant relat ive or dignitary.
Personal/f inancia l informat ion is requested in order to
process the inher i tance.

There are many other scams out there. These are
only a few of the most commonly used ones.

Protecting Against Identity Theft
• NEVER give out personal/f inancia l informat ion onl ine ( including your socia l
secur i ty number, account numbers, passwords, PINs) unless you are on a
SECURE website. Secure websites have a lock icon in the bottom right corner
and their web addresses begin with “https.”

• Do not open unfami l iar emai ls . Delete them immediately.

• Never cl ick on l inks for websites sent in unsol ic i ted/unknown emai ls or in pop-
up windows. Physical ly type out the website’s address yoursel f or locate i t with
a search engine.

• Use passwords that are not obvious to other people.

• Always log-out of accounts and close out windows when f in ished using a
computer.

• Use ant i-v i rus and ant i-spyware software programs and update them often.

• Monitor your bank accounts and credit card act iv i ty regular ly.

• Monitor your credit report and credit score. You are ent i t led to a free credit
report annual ly—al l you have to do is ask for i t . The website
www.AnnualCreditReport.com is a website created by the three major
consumer report ing agencies (Equifax, Exper ian, and TransUnion) where you
can order your credit report free of charge .

• Keep in mind that you wi l l NEVER be asked for account informat ion or
ver i f icat ion via emai l f rom a legit imate company. Any emai l l ike this is
fraudulent . When in doubt, cal l your bank or f inancia l inst i tut ion.

If You Suspect Identity Theft
I f you suspect that your ident i ty has been compromised in any way,
take the fol lowing steps IMMEDIATELY. These steps can stop
thieves in their tracks, help track down the culpr i t , and save you
t ime and money.

• Place a “fraud alert” on your credit reports. You can do this by
contact ing one of the three nat ional consumer report ing
companies—Equifax, Exper ian, or TransUnion. The alert te l ls
creditors that extra precaut ions should be taken before
al lowing new accounts to be opened. The alert a lso ent i t les
you to receive free copies of your credit reports. Review these
for quest ionable inquir ies or accounts.

> Equifax 1-800-525-6285
> Exper ian 1-888-EXPERIAN
> TransUnion 1-800-680-7289

• Contact the banks and f inancia l inst i tut ions of any accounts
that appear to have been opened fraudulent ly. Close the
accounts immediately. I f you suspect any of the accounts that
you personal ly establ ished have also been tampered with,
c lose these as wel l .

• F i le a pol ice report to document the cr iminal act iv i ty of the
thieves.

• Fi le a complaint with the Federal Trade Commission. You can
do this onl ine at ftc.gov/idtheft or by cal l ing 1-877- ID-THEFT.
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